
SPONDON SAHA

SUMMARY
Driven and analytical cybersecurity practitioner with expertise in ethical hacking, vulnerability
assessment, and web application security. Actively hunting for vulnerabilities on platforms like
Bugcrowd, YesWeHack, and OpenBugBounty. Backed by industry-recognized certifications and
hands-on skills in penetration testing, network defense, and security research.

Bank Colony,Savar,Dhaka •+8801993833032• workspondon@gmail.com
LinkedIn: https://shorturl.at/p9wQS 
Portfolio: https://shorturl.at/wYnRN

WORK EXPERIENCE

Assisted in conducting penetration tests on web applications and networks to identify
security vulnerabilities.
Documented findings in structured penetration testing reports with clear Proof of Concept
(PoC) and remediation guidance.
Gained practical exposure to bug bounty methodologies, exploitation techniques, and real-
world red teaming scenarios.

Jr. Penetration Tester Intern
EncryptEdge Labs

 Aug 2025 – Present

EDUCATIONAL QUALIFICATIONS

 B.Sc. in Computer Science and Engineering 
Gono Bishwabidyalay
Expected Graduation: July - 2027

 Higher Secondary School Certificate
Savar Laboratory College
Year of Passing: 2022 | Group: Science | GPA: 4.67

 Secondary School Certificate
Ichhar Kandi High School
Year of Passing: 2020 | Group: Science | GPA: 4.39

CERTIFICATIONS 

Cisco Certified Network Associate (CCNA)  
Institute: National Academy For Computer Training And Research(NACTAR)
Skills & Topics Covered: 

Network Fundamentals (OSI/TCP-IP models, IPv4/IPv6, subnetting)
Routing & Switching (Static Routing, OSPF, VLANs, STP) 
IP Services (DHCP, NAT, DNS, NTP, QoS basics) 
Network Security (ACLs, port security, common threats) 

Jan 2025 - July 2025



Certified Ethical Hacker(CEH)
Institute: Creative It Institute 
Skills & Topics Covered: 

Footprinting, scanning, and enumeration techniques 
Vulnerability analysis and system exploitation 
Malware threats and reverse engineering 
Sniffing, session hijacking, and DDoS attacks 
Web application attacks (Owasp Top-10) 
Wireless and mobile hacking techniques

Programming in Python 
Institute: National Academy For Computer Training And Research(NACTAR)
Skills & Topics Covered: 

Python programming (data types, control flow, functions, OOP)
Django framework (models, views, templates, routing) 
SQLite database integration 
User authentication, form handling, and CRUD operations 
Wireless Networking (WLANs, access points, SSIDs) 
Project deployment and debugging 

EXTRACURRICULAR ACTIVITIES

Promoted ICT competitions and workshops on campus.
Coordinated student participation and facilitated training sessions.
Assisted in organizing events to boost engagement and awareness in technology and
cybersecurity.

Campus Ambassador
ICT Olympiad Bangladesh

Served as official campus representative between Requin BD and the university.
Organized awareness campaigns and encouraged participation in coding challenges and
hackathons.
Guided peers to engage effectively in national and international tech events.

Campus Ambassador
Requin BD

 LANGUAGE PROFICIENCY 

English: Reading - Intermediate, Writing- Intermediate, Listening - Intermediate and
Speaking - Intermediate
Bangla: Reading - Native, Writing- Native, Listening - Native and Speaking - Native 

 SKILLS/ KNOWLEDGE 
Programming Knowledge: C,C++,HTML/CSS, Python,Java, Javascript(XSS)
Software Knowledge: Burp Suite, Nmap, Cisco Packet Tracer, Wireshark, John the Ripper,
Hydra, Nessus, Canva, Google Docs, Google Sheet 

May 2023 - October 2023

Dec 2024 - Jan 2025


